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1. PURPOSE

a.  The purpose of this SOP is to establish responsibilities, procedures, and use of FORSCOM Global Command and Control System (GCCS) safeguards in order to protect GCCS hardware, software, information, and data from denial of use, damage/destruction, unauthorized disclosure, unauthorized modification, espionage, and misuse.  The system operates at the Secret level in a system-high security mode.    


b. This SOP also addresses physical security and security procedures for the 78th DIV (TS) GCCS-A remote terminal at Kilmer USARC, Edison, NJ.  The intent of this SOP is to supplement the FORSCOM GCCS Security SOP, dated 27 Oct 99.

2.  APPLICABILITY.  This SOP applies to all users of the FORSCOM GCCS-A applications and hardware from this remote site.  The SOP addresses Access, Utilization, Storage, and Repair.  

3.  GENERAL.  The GCCS is a part of the JCS GCCS Network.  In peacetime, GCCS serves as a means for submitting unit status reports (USR) and for retrieving mobilization-planning data.  During operational missions, GCCS manages mobilization, deployment, and employment of active/reserve units.  

4.  RESPONSIBILITIES.

a. Commander, 78th Division (Training Support)

(1) Appoints the Designated Approving Authority (DAA).

(2) Safeguards the GCCS Remote Terminal Site and all classified and defense sensitive information processed by the terminal.  To ensure adherence, the DAA and GCCS Information System Security Officer (SITE ISSO) will incorporate adequate protective measures.

b. Designated Approving Authority (DAA).  Kilmer-USARC is considered a remote terminal area and must appoint a local terminal DAA.  The person appointed will be a supervisor within the Division G2, and must not be the SITE ISSO.  The Division Commander designates the DAA in writing.  A copy is sent to FORSCOM GCCS Information Systems Security Manager (ISSM) and FORSCOM GCCS Information Systems Security Officer (ISSO).  Responsibilities of the DAA include:

(1).  Ensures that a Site Security Package is provided to the FORSCOM GCCS ISSO, and that it is maintained in a current status at all times.   The Site Security Package consists of:  

· Site GCCS Accreditation Letter

· GCCS Access Roster

· Accreditation Certification Report/Recommendation

· Security SOP

· Site Security Profile

· Site Security Personnel



-  Site DAA



-  ISSM/ISSO and Alternates



-  SITE ISSO and Alternates

· Site Relocation Information

(2).  Ensures the security policy defined in Joint Pub 6-03.7, FORSCOM GCCS Security SOP, and this SOP are enforced.

(3).  Provides certification that site meets security requirements IAW publications listed above.

(4).  Requests continuing connectivity to the FORSCOM GCCS host on an annual basis.

(5).  Appoints a GCCS Information System Security Officer (SITE ISSO) and an alternate.

(6).  Ensures site ISSO is appointed in writing and receives necessary training to carry out duties.

(7).  Ensures security training and awareness program is established.
(8).  Reviews and approves security safeguards for the FORSCOM GCCS.
(9).  Issues accreditation statements based on the acceptability of the GCCS security safeguards.

(10).  Ensures that all safeguards required, as stated in the FORSCOM GCCS accreditation documentation are implemented and maintained.

(11).  Identifies security deficiencies and, where the deficiencies are serious enough to preclude accreditation, takes action to achieve an acceptable security posture.

(12).  Requires a GCCS security education, training, and awareness program be in place.

(13).  Ensures that information ownership is established for the FORSCOM GCCS components, to include accountability, access rights, and special handling requirements.

(14).  Approves the 78th TSD GCCS Security Standard Operating Procedure.

(15).  Ensures all information system security incidents or violations are investigated and that appropriate corrective action is taken.

(16).  Ensures that the FORSCOM GCCS components are accredited for operational use.

a. GCCS ADP Information System Security Officer (SITE ISSO).

This remote site must have a SITE ISSO in accordance with Chapter 1, paragraph 1-6.d. (5) AR 380-19.  Every remote site with more than one user must also have an Alternate SITE ISSO to assist the SITE ISSO, and perform security functions in their absence.  SITE ISSOs are responsible for instructing their Alternates in these duties.  A SITE ISSO assists the FORSCOM ISSO in the performance of security duties for the users/workstations within their assigned area.  (Note:  A SITE ISSO may also be called a Remote Site Security Officer (RSSO), or simply a TASO.)  They must be a U. S. Government employee, have a basic understanding of INFOSEC requirements, be appointed in writing, and have a good working knowledge of the GCCS system.  Although they may be responsible for performing any of the ISSO tasks within their assigned area, their specific responsibilities include:

(1).  Serves as the FORSCOM ISSO’s point of contact for their area.

(2).  Verifies that the GCCS users in their area have a final U.S. Secret clearance.

(3).  Ensures that users complete the Access Request Form correctly, and forwards the forms to the FORSCOM GCCS ISSO.

(4).  Receives userIDs and passwords via STU-III from the ISSO. 

(5).  Ensures users complete a Password Receipt Form, and mails form to the FORSCOM ISSO.

(6).  Requires the users to change their password every six months, and monitors to ensure the passwords conform to GCCS standards.

(7).  Changes a user’s password immediately if a compromise occurs, and notifies the FORSCOM GCCS ISSO of the incident.

(8).  Ensures that users who are departing have deleted unnecessary files, and passed to appropriate users files with information the site will need after the user departs.  When the user departs, the SITE ISSO will disable the account immediately.  The account will be eliminated after 6 months in accordance with CJCSM 6731.01.

(9).  Maintains an access roster of all personnel authorized access to the GCCS remote terminal devices, and ensures that it is updated.  A copy must be mailed to the FORSCOM ISSO.  Any visitor with unescorted access may not have access to terminal areas unless a valid need-to-know is documented.  Once approved their name must be added to the access roster for that area.

(10).  Ensures that users scan all removable magnetic media for viruses before inserting into their workstations.

(11).  Ensures that all users mark all removable media with the appropriate SF 700 series label.

(12).  Controls output data from the workstation by maintaining a log of all output products for one year.  The log should include job number, user’s name/userID, data and classification of output. (Sample of FORM at Appendix C, 78th TSD GCCS Output Control Log)

(13).  Approves and forwards to the FORSCOM GCCS ISSO all SIPRNET Access Request Forms for users requiring access to GCCS systems at other database sites such as HQDA, PACOM, etc.

(14).  Reports within 24 hours any real, suspected, or potential security violations to the FORSCOM GCCS ISSO, and immediately begins an investigation into the circumstances.

(15).  Conducts random checks to ensure that security procedures are being followed.  Performs random inspections to detect unauthorized software on the GCCS terminal.

(16).  Verifies that the Security Checklist, SF 701, is being correctly maintained and includes entries for:

· A check that users are logged off, and all removable media has been properly locked in a secure container.

· A check that the STU-III key is removed from the unit.

· A check to verify the presence of the Pentium removable disk drive.

· A check that all classified documents have been locked in a safe.

(17).  Keeps the FORSCOM GCCS ISSO informed of the correct name, grade, address, phone number, STU-III number, and security clearance of the SITE ISSO, and the Assistant SITE ISSO if one is appointed.

(18).  The 78th TSD GCCS terminal site includes intelligent workstations with security and audit capabilities.  As such, the SITE ISSO is responsible for:

*   Serving as the workstation administrator for this terminal.  This includes duties such

    as registering userIDs and passwords on the terminal and unlocking userIDs.

*   Maintaining and evaluating the audit trails collected on the terminal.

*   Archiving the audit trails regularly to a floppy disk and maintaining for 2 years.  How

   
 
  often the archive is accomplished depends on how heavily the terminal is used.

a. Alternate GCCS ADP Information System Security Officer (ASITE ISSO).

(1).  Performs duties as assigned by the SITE ISSO.

(2).  Functions as a terminal user.

(3).  Performs the duties of the SITE ISSO in his/her absence. 

b. Terminal Users. 

(1).  Basic user requirements are instructed at the AGCCS Modernization Course – Pentium.  Each user must attend this course prior to being issued a userID and password.

(2).  The user will operate the terminal and GCCS system for authorized purposes only.  Unauthorized use or misappropriation of GCCS ADP resources is sufficient cause to revoke all access.

(3).  At no time will the terminal room door be left open and unattended.  The attendee will be someone on the access roster.

(4).  Whenever the terminal is not being used, it will be closed and locked with the alarm activated.

(5).  When the terminal is in use, the operator will ensure that unauthorized access/viewing does not occur. 

5. ACCESS

a. Unescorted Entry.

(1).  Only those individuals identified on an access memorandum will have unlimited, unaccompanied access.  A copy of that roster will be posted on the door external to the GCCS site.

(2).  All other individuals (i.e. Security Manager, COMSEC Custodian, and ADP repairman) will be accompanied during access, after verification of security clearance and justification of need to know.

(3).  No other individuals are authorized unescorted access to the GCCS site.

b. Escorted Entry.

(1).  Persons requiring access to the terminal room, but not listed on the access roster, will be escorted at all times by the DAA, SITE ISSO, ASITE ISSO, or an authorized user.

(2).  The escort will ensure the following:

· Verify the justification for terminal room access.

· Verify clearance and need-to-know should access to classified information be required.

· Ensure that the terminal room has been appropriately sanitized, based upon the need for the visit.

· Ensure that the visitor is under constant visual observation.

· Ensure that the Restricted Area Visitor Register has been properly completed.

· Under no circumstances will a visitor be allowed to operate the terminal in order to access the GCCS computer.

a. Personnel Departures.

(1).  The SITE ISSO will notify the USARC EOC and FORSCOM ISSM immediately when an individual authorized access to the FORSCOM GCCS computer has departed the unit.

(2).  The SITE ISSO will delete the individual’s name from the terminal room access roster and destroy the individual’s User’s Verification Form.

b. Personnel Problems.

(1).  The SITE ISSO must monitor terminal users for indications of instability that might pose a threat to GCCS.  Further guidance is provided in Joint Pub 6-03.7 and AR 380-67.

(2).  Problems will be reported to the DAA who will decide, in conference with the USARC SITE ISSO and the FORSCOM ISSM, what action is appropriate.

6. OPERATIONS

Only the individuals identified as having unrestricted access will operate the GCCS site.

a. Off line Utilization

(1).  The GCCS Pentium machine may be used as a stand alone PC.

(2).  Any work processed on this machine will be considered as classified.

(3).  Once a diskette has been inserted into the machine, it is considered classified and will not be utilized in any non-classified machine.

b. Online Usage

(1).  The GCCS system will not be left in a “logged on” status.  After each authorized user has completed operations, they will log out of the system.  (This does not cause the telephone connection to be broken).  If the operator is logging off for the day, the system will be shut down and stored accordingly.

(2).  Only individuals holding a current, valid 78th TSD password will log onto the system.  (Exceptions made to inspecting higher headquarters with prior coordination).  

(3).  The 78th TSD will log onto the system daily (Monday through Friday, except on authorized holidays or training holidays).  If no one is available due to operational requirements, prior notification of inability to comply with the USARC directive will be made with the USARC EOC.  Log on will occur prior to 1200 hours (U) Pacific Time.

(4).  In the event of mechanical, electronic, or telecommunications failure, the DAA, the SOTO, and the SITE ISSO will be notified.  USARC EOC will be notified via telephone as soon as possible.  FORSCOM Trouble Desk will also be notified.

c. Opening Site at Start of Business Day

(1).  The SITE ISSO, ASITE ISSO and primary operators will be provided keys to the deadbolts on the GCCS Site door.

(2).  Those same individuals will be afforded the Intrusion Device Alarm pass code also.  They must ensure that they allow no one else access to their key or the pass code.

(3).  All individuals with a valid password will be afforded the cypher lock combination.

(4).  Once the two deadbolts and cypher lock have been negotiated, the IDS will be negotiated.  All personnel will await clearance via the LED readout before continuing with open up procedures.  

(5).  Once the system is disarmed, the operator will proceed to the 4 drawer safe in the GCCS site, negotiate that, and remove the Hard Drive and STU-III crypto key.  

(6).  Place the hard drive into the Pentium PC and lock it into place.

(7).  Turn on the power to the PC, the monitor, and the printer.  Place the STU-III Crypto Key into the 1910, switch to on position.  

(8).  Proceed with the log on.

d. Closing Site at End of Business Day

(1).  The SITE ISSO, ASITE ISSO and the primary operators who have been provided keys to the deadbolts on the GCCS Site door will secure the site.

(2).  After logging off the system, and powering down the PC, remove the STU III Crypto key, power off the monitor and the printer.

(3).  Remove the PC Hard Drive from the PC.  

(4).  Place it and the STU III Crypto key in the safe.  

(5).  Check all work surfaces to ensure that no classified data has been left out.  This includes checking recently printed documents that may not be marked as classified, but contain classified information.  Also any floppy disks that may have been used to download and process classified information will be removed and secured.

(6).  Secure the safe and mark the 702 appropriately.  

(7).  Ensure that you are in possession of the site access door keys.  (If you are not issued keys, contact the primary operator, or the ASITE ISSO or SITE ISSO.  They have keys and will proceed with the shutdown).

(8).  Close the access door, 

(9).  Enter the Intrusion Alarm code, 

(10).  Wait for verification of acceptance (when armed, system will read to

EXIT THE AREA IMMEDIATELY).  

(11).  Open the site door

(12).  Turn out lights

(13).  Exit the site

(14).  Pull the external door closed

(15).  Lock both top and bottom deadbolts

(16).  Sign off on close of business checklist. (SF 701)

e. Open Storage.

The terminal room is NOT approved for open storage.

7. PASSWORD MANAGEMENT

a. GCCS passwords are machine generated.  Initial passwords are provided to SITE ISSOs via STU-III from FORSCOM ISSO.

b. Passwords must be changed every six months.  SITE ISSOs will set up a password change schedule for their site.  Changes must be made on the site’s terminal, Army databases, e-mail and the Executive Manager (EM) server.  

c. To change passwords on the EM server, the FORSCOM GCCS ISSO should be called and given the userID with the old and new passwords.  The ISSO will change the passwords on the EM server, as remote sites do not have that capability.  No one will store passwords in ADP files by embedding them in script files, or using any other technique.

d. They may be properly stored in safes used for security GCCS material or material at the Secret level.

e. A password cannot be used more than once, and the GCCS software will guard against reuse.

f. A user will not have the same userID and/or password on two different systems.

g. Using someone else’s userID and password is not authorized, and will be considered a security violation.

8. BOOT MEDIA

a. Individual GCCS users will not possess unauthorized boot media, and will not bring any into their work area or take any out of the work area.

b. Users will not boot their workstations with any unauthorized boot media or attempt to reconfigure their workstation’s boot process.

8. SAFEGUARD/CONTROL

a. All GCCS information must be classified Secret until it is downgraded or declassified by an individual knowledgeable of the subject matter or as specified above.

b. The provisions of DoD 5200.1-R and AR 380-5 regarding safeguarding and controlling of Secret information will be followed precisely in protecting the GCCS information.  Particular care must be taken to secure the classified printouts from GCCS from unauthorized disclosure.  When a document is printed, the user should immediately retrieve the document from the printer, and the printers must be located in areas that are not accessible to uncleared personnel.

c. At no time will the terminal room door be left open and unattended.  The attendee will be someone on the access roster.

d. Whenever the terminal is not being used, it will be closed and locked with the alarm activated.

e. When the terminal is in use, the operator will ensure that unauthorized access/viewing does not occur. 

8. MAGNETIC MEDIA

a. All GCCS magnetic media will be classified Secret unless downgraded or declassified in accordance with the sections above.

b. The magnetic media must be conspicuously marked on its enclosure by the user with any special warning notices that apply to the information that may be stored on the media using the proper SF 700 series label.

11. DOCUMENT OUTPUT

a. Each GCCS document must be marked in accordance with the provisions of DoD 5200.1-R and Executive Order (E.O.) 12958.

b. The following summarizes the marking requirements:

· Mark or stamp the overall classification on the front cover, title page, or first page and the outside of the back covers or last page.

· Mark the cover, first page, or title pages with the agency and office that produced it, and the date of origination.

· Mark the cover or first pages with a “declassify on” line with instructions concerning the declassification of the information in the document.

· Downgrading instructions are not required for every document, but must be placed on the face of each document where needed.  Note:  When used, a downgrading instruction is in addition to, and not as a substitute for, declassification instructions.

· Mark each interior page of a fan-fold printout.  This may be done automatically by the machine or by the user.

· Mark on the cover (or the first page) of the document any special warning notices, identification of classification sources, and downgrading and declassification instructions.

· Portions of each document i.e., each section, part, paragraph, graphic, map, or figure shall be marked with its classification.

a. For additional details on the marking requirements see DoD 5200.1-R, or Chapter IV of AR 380-5.

b. The GCCS cannot be trusted to separate or identify data by security classification, nor to apply security markings to output on hardcopy.  As a result, all hardcopy output shall be protected as SECRET until the user or someone who is knowledgeable of the data reviews it in its entirety to determine the security protection required.  All output products will be marked with their proper classification at the top and bottom of each page.  Unclassified material need not be marked as “UNCLASSIFIED” unless it is part of an output that also contains classified information or unless it is essential for readers to realize that it’s unclassified.

c. Declassification of output products will only be made by a user knowledgeable in the data content.  This person will determine whether the data can be declassified in accordance with the data classification guide.  If it is declassified, the old classification markings will be canceled by crossing them out and the new classification substituted.  At a minimum the markings on the cover (if one exists), the title page (if one exists), and the first page must be changed.  In addition the following should be placed on the document:

· The date of the declassification remarking.

· The authority for the action.

f. The user or customer will complete the SAFEGUARD statement on the first page of all on-line or remote line printer output before it leaves the terminal area.  

g. A log will be maintained of all output products.

(1).  Each operator will complete the log as required.

(2).  The ASITE ISSO is responsible for this log at the 78th TSD terminal site.

(3).  The log will be retained for 1 year and will include a product identifier, e.g., job id, the user’s name and/or userID, the data and classification of the product, and the date the user received the product, and the user’s signature.

(4).  All output must be recorded on this output log and signed for by an authorized user.  The user will ensure that all pages are correctly numbered and accounted for.  

12. GCCS EQUIPMENT

All GCCS hardware is classified as Secret and must be located and operated in secure areas.  The requirements for physical security and for declassification previously mentioned apply to the GCCS hardware.  Particular care must be taken for declassification of hardware because of the phenomena of magnetic retention and remanence. 

13. TEMPEST

TEMPEST refers to investigating and studying compromising emanations.  The newer computer workstations have been engineered to reduce emanations.  This, coupled with a reduction in the threat, has led to a reduced requirement for TEMPEST protection.  This means that GCCS does not normally require TEMPEST configurations.  If a Commander of a Joint Task Force (CJTF) or Commander in Chief (CINC) determines TEMPEST protection is required to accomplish their mission, the J6 of the Joint Staff must be notified.  Procedures for implementing TEMPEST protection may be found in Enclosure L to CJCSM 6731.01.  As needed, TEMPEST countermeasures will be employed commensurate with the existing threat in accordance with DoDD S-5200.19, “Control of Compromising Emanations.”

14. PRIVATELY OWNED EQUIPMENT

Privately owned receiving, transmitting, recording, amplification, and processing equipment (e.g., telephones, radios, tape recorders, televisions, video tape players or recorders, stereos, computer, laptops, associated media, etc.) are not permitted within the controlled space of a sensitive facility under any circumstances.  Privately owned hardware, software, magnetic media and communication devices are not allowed.

15. GOVERNMENT OWNED EQUIPMENT

Hardware, software, and communication devices purchased, developed, or maintained by FORSCOM GCCS personnel is the property of the Government.  COTS software must be a GCCS standard, or on the Approved Software List (currently being developed), before being loaded onto a GCCS server or workstation.  All authorized COTS software is approved either by the Defense Information Systems Agency (DISA) or the Joint Staff.  Federal law prohibits reproducing copyrighted software without the prior approval of the copyright owner and is prohibited by AR 27-60.  The government is liable for suits and damages for illicit reproduction of copyrighted material, and any individual so ordering or performing the act of wrongful copying or use of software will be held personally liable and the government will not support their defense.  GCCS users may not copy software or documentation, load the same software onto more than one machine concurrently, or modify the software unless explicitly permitted by the government’s license.

a. Misuse and Abuse

Computer software not associated with government applications, such as games and other recreational software is not permitted on a GCCS terminal.  Placing such software on a government computer is misuse of the computer and is subject to disciplinary action.  Users will not use the government computers for any personal uses.  

b. Network Acquired

GCCS software will be released in multiple forms during its life cycle.  These forms include releases via tape or other magnetic media delivered to the site, or network control management of software upgrades from DISA.  When the network is used for handling software upgrades, either DISA will push the release to the site or the site will be instructed as to where to locate and download the software upgrade from a homepage or a web server.

(1).  Authorized.  Only software acquired through DISA sources via the SIPRNET will be permitted on GCCS.

(2).  Unauthorized.  Software commonly available from other network sources, such as the Internet, will not be permitted on GCCS.

16. CONTROL OF CLASSIFIED INFORMATION

There are no unique FORSCOM or USARC requirements for the control of GCCS classified information.  The provisions of DoD 5200.1-R and AR 380-5 will be followed, along with the procedures discussed in this SOP.

17. SECURITY INCIDENT REPORTING PROCEDURES

All security incidents will be reported to the Security Manager.  The 78th TSD Physical Security Plan addresses how to handle and report a variety of security incidents such as bomb threats, computer viruses, terrorist incidents, etc.  Other security incidents will be reported as discussed in the sections below.

18. COMPUTER SECURITY INCIDENTS

a. Computer security incidents other than with the GCCS system will be reported to the Security Manager and the DCSIM.

b. GCCS Computer security incidents will be reported to the SITE ISSO, the USARC EOC and FORSCOM GCCS ISSO, by the fastest means possible.  The SITE ISSO will forward any reported incidents to the USARC EOC and the FORSCOM GCCS ISSO.  The FORSCOM GCCS ISSO will review all incident reports and if appropriate will initiate an investigation or preliminary inquiry under the guidance found in AR 380-5 and Section 2-28 of AR 380-19.  The ISSO will advise the FORSCOM GCCS DAA, and if appropriate the DAA having system jurisdiction about the possibility of a system penetration or security violation.  If an incident may affect the GCCS community or SIPRNET users, the GCCS Security Officer at J6V of the Joint Staff will be notified.  Examples of incidents that should be reported include, but are not limited to:

· Unexplainable output received at a terminal (such as receipt of unrequested information.)

· Inconsistent or incomplete security markings on output, extraneous data included in the output, or failure to protect the output properly.

· Abnormal system response.

· Any indication of an unauthorized user attempting to access the system, including unexplained attempts to logon unsuccessfully from a remote terminal.

· Any indication of unexplained modification of files or unrequested abnormal “writes” to media.

19. PHYSICAL SECURITY INCIDENTS

GCCS components will only be operated in a secure environment subject to the physical security requirements discussed in this SOP.  Any violation of the physical security requirements will be reported to the facility/installation/command Physical Security Officer.  If the incident may affect other GCCS sites, a security incident report will be prepared detailing the circumstances of the incident and will be forwarded to the USARC EOC and the FORSCOM GCCS ISSO.  Examples of physical security incidents that should be reported include, but are not limited to:

· Unauthorized person in the cleared area.

· Persons in the cleared area without a visible approved identification badge.

· Absence of a guard at unlocked entrances to the cleared area (as applicable to the facility).

· Open and unguarded windows and doors in the cleared area (as applicable to the facility).

· Strangers displaying an unusual interest in the operation of GCCS, or attempting to obtain GCCS data.

APPENDIX A   FORSCOM GCCS/AGCCS USER ACCESS REQUEST FORM
AUTHORITY:  TITLE 5 US CODE SECTION 301.  TITLE 10 US CODE 3012 SUBSECTION G.  Personal information on this form is used to authorize access to the FORSCOM Global Command and Control System (GCCS) via local or remote terminals.  It is routinely used to ensure that only authorize personnel access information and resources maintained on the GCCS/AGCCS servers.  DISCLOSURE IS VOLUNTARY; however, if Social Security Number (SSN) is not provided, access will be DENIED.

PERSONAL DATA

	1.  NAME (Last, First, MI)


	2.  SSN
	3.  Rank/Grade

	4.  Security Clearance, Date Granted


	5.  PCS/ETS Date
	6.  Duty Status (active, civilian, contractor, etc.)

	7a.  Command, Site Name and Office Symbol


	7b.  UIC
	8.  DSN/Commercial Number

	FORSCOM GCCS  Security Office only (9-12):

	9.  GCCS UserID


	10.  User Number
	11.  Account Creation (Initials and Date)
	12. Account Deletion (Initials and Date)




13.  
CIRCLE ROLE that best defines the majority of your duties related to the system.
USER




ADMINISTRATOR

SECURITY

TRAINER

PROGRAMMER


DB ADMIN

SYS ADMIN

OTHER:  (Specify)

14.  CIRCLE LOCATION TYPE.

HQ FORSCOM

MACOM

PPP

PSP


TAG/RSC/RSG

CORPS

CONUSA
       

FEMA    INSTALLATION

OTHER:  (Specify)

15.  CIRCLE appropriate APPLICATIONS.  Office of Primary Responsibility will approve permissions.

	15a.  GCCS APPLICATIONS:

ADHOC                       AMHS                        EVAC                             FAPES                               GRIS

                 GSORTS                     JEPES                          JFAST                               JMCIS

JOPES                          LOGSAFE                  MEPES                          PDR

                  RDA                            S&M                           SYS-SVC

OTHER:

	15b.  AGCCS APPLICATIONS:
ASORTS                       MOB PLAN                           MOB/ODEE                          ADHOC

	15c.  FORSCOM APPLICATIONS:
COMPASS                    ODT                                       WARTRACE                         OTHER: (Specify)


 _________________________


_____________________

16.a  User Signature




16b.  Date

______________________________

_____________________________
___________

17a.  Site SITE ISSO Name (Printed)

17b.  Signature




17c. Date

18.  Supervising Official Certification (Verification that individual requires access)

______________________________

_____________________________
___________

18a. Name and Rank/Grade  (Printed)

18b.  Signature




18c. Date

APPENDIX B  SECURITY STATEMENT FOR THE FORSCOM GLOBAL COMMAND AND CONTROL SYSTEM (GCCS)

1.
SCOPE.  This briefing applies to all personnel who have access to the GCCS.  The GCCS includes all workstations (local and remote), hosts, servers, and communications systems connected to the GCCS.

2. GENERAL RULES AND PROCEDURES.  The rules outlined in this briefing are in addition to, not in lieu of, other regulations and laws governing the proper use of government property and the handling of classified data.


a.  The GCCS is authorized to process classified data up to and including U.S. SECRET. 


b.  The GCCS is NOT authorized to process: TOP SECRET, SCI, ORCON, SIOP-ESI, CNWDI, SPECAT, or contractor proprietary information.  GCCS users shall notify the SITE ISSO or ASITE ISSO immediately, if they observe any of this data on the GCCS.


c.  Use of the GCCS for other than official government business is prohibited.


d.  Use of the GCCS or any other DoD-interest computer systems constitutes consent to being monitored at all times.


e.  Users will notify their SITE ISSO, who will notify the FORSCOM GCCS ISSO, of departure so their account can be closed before leaving the command.  The SITE ISSO will also be notified if a user is moving from one office to another so the account can be adjusted accordingly.

a. GCCS users shall NOT: 

· Consume food or beverages in the GCCS terminal room.

· Bring in or use TV’s, radios, or CD/tape players in the GCCS terminal room.

· Relocate GCCS equipment out of its approved operating area.

· Add to or alter GCCS equipment.

· Connect a workstation simultaneously to the GCCS and another system.

· Copy any proprietary software on any GCCS system; or

· Make any changes to the configuration of the area in which their equipment is located without approval of the FORSCOM GCCS DAA.

· Leave the GCCS before logging of the system.

· Leave the door to room 106b opened and unattended.


g.  GCCS storage media and workstations shall be declassified or destroyed prior to release from Secret controls.


h.  GCCS users shall report to their SITE ISSO, and subsequently the FORSCM GCCS ISSO, any security problem encountered while using the GCCS, or violation of security procedures by others that may occur in their presence.


i.  All software must be reviewed and approved by configuration management prior to loading on GCCS.  No software may be downloaded from the Internet and put on the GCCS.


j.  Requests for any variations from the provisions of this briefing shall be sent to the FORSCOM GCCS ISSO.

3.
USERIDS and PASSWORDS.  Each GCCS user is personally responsible for protecting and properly using the GCCS userID and password issued to the user.  Passwords will be changed every six months or earlier.


a.  GCCS userIDs are unclassified.  GCCS passwords are classified SECRET.


b.  GCCS userIDs and passwords are individual identifiers.  The purpose of these identifiers is to control access to the GCCS and to establish individual accountability for use of GCCS resources.  Therefore users shall NOT:

· Use any means other than their assigned userIDs and passwords to access the system.

· Divulge their passwords to any other person.

· Surrender physical control of an operational workstation without first logging off.

4.
LABELING AND RELEASE OF OUTPUT DATA.  The GCCS cannot be trusted to separate or identify data by security classification, nor to apply security markings to output on hardcopy, monitors, or computer media.  Therefore:


a.  All hardcopy output shall be protected as SECRET until the user, or someone else who is knowledgeable of the data, reviews it in entirety to determine the security protection required.


b.  Privacy communications will only be divulged in accordance with regulations.


c.  All removable computer storage media, to include unclassified media, which is present in an office where a GCCS system is operated, shall be clearly labeled with security markings.  These labels are essential for positive identification of classified media, and for preventing unintentional contamination of unclassified media with classified media.


d.  All removable media that has been used for any reason in a GCCS system is labeled as SECRET.  However, a write-protected floppy can be used for read-only purposes and still maintain its unclassified label.


e.  All GCCS equipment that can store or display data shall be clearly labeled as SECRET.

5.
COMPUTER VIRUSES.


a.  All computer storage media, regardless of its origin, shall be scanned for viruses prior to use on the GCCS.


b.  Upon detection of a virus GCCS users shall immediately:

· Discontinue operations with the infected terminal.

· Notify their SITE ISSO, the USARC EOC and the FORSCOM GCCS ISSO.

· Collect and secure all removable media that may have been used recently in the infected system, scan for viruses, and remove any found.

· Send a memo through the SITE ISSO, the DAA, and the USARC EOC to the FORSCOM GCCS ISSO on the incident (who found it, has the source been determined, security procedures reinforced at sites, virus removed from media).

6.
REMOTE GCCS USERS – THE 78th TSD IS A REMOTE GCCS USER.

a.  Telephone numbers for remote dial-up access to the GCCS shall not be given to anyone other than authorized remote users, without approval.


b.  IP addresses will be protected as OFFICIAL USE ONLY (FOUO) information.  They will not be provided to anyone who does not have a need-to-know.  Obtain approval from HQ FORSCOM GCCS, by calling the Customer Assistance Office.


c.  Remote GCCS users shall not move their GCCS workstation and STU-III to a new location and remotely access the GCCS.


d.  Remote GCCS users shall not access the GCCS other than by approved remote access means.

7.
STATEMENT OF UNDERSTANDING


a.  I acknowledge having read this Security Statement and shall comply with all of its provisions.


b.  I understand that violation of any aforementioned procedures will result in immediate suspension of my account.


c.  I understand that violation of the provisions of this briefing may result in:

· A degradation of the operational capability of this command.

· The compromise of classified information.

· Criminal prosecution under the Uniform Code of Military Justice and the United States Code.

· Administrative action including termination of employment of civilian employees.

· Revocation of my GCCS accesses.

SIGNATURE_____________________________________
DATE_______________

PRINTED NAME _________________________________
GRADE/RANK_______

ORGANIZATION_________________________________

APPENDIX C            78th TSD GCCS OUTPUT CONTROL LOG
	JOB NUMBER
	USER ID
	DESCRIPTION OF PRINT JOB
	U/C/S
	DISPOSITION
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